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Agenda 

• Security Framework 

• SQL Authentication & Authorization 

• Signing Data & Data at Rest 

• SQL Injection 

• SQL Throttling 

• Symmetric and Asymmetric Encryption 
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Security 
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Assets and Environment 
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Security Properties 

Property Description 

Authentication The identity of users is established (or you’re 

willing to accept anonymous users). 

Integrity Data and system resources are only changed in 

appropriate ways by appropriate people 

Nonrepudiation Users can’t perform an action and later deny 

performing it. 

Confidentiality Data is only available to the people intended to 

access it. 

Availability Systems are ready when needed and perform 

acceptably. 

Authorization Users are explicitly allowed or denied access to 

resources. 



Threats: Stride Model 

Authentication 

Spoofing Identity 

Integrity 

Tampering with Data 

Non-
repudiation Repudiation 

Confidentiality 

Information disclosure 

Availability 

Denial of service 

Authorization 

Elevation of privilege 
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Threats and Mitigation (1/2)  
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Spoofing 
Identity 

• Appropriate 
Authentication 

• Protect secrets 

• Don't store 
secrets 
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Tampering 
with Data 

• Appropriate 
Authorization 

• Hashes 

• Message 
authentication 
codes 

• Digital signatures 

• Tamper-resistant 
protocols 
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Repudiation 

• Digital signatures 

• Timestamps 

• Audit trails 



Threats and Mitigation (2/2) 
C

o
n
fi
d
e
n
ti
a
lit

y
 

Information 
disclosure 

• Authorization 

• Privacy-
enhanced 
protocols 

• Encryption 

• Protect secrets 

• Don't store 
secrets 
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Denial of 
service 

• Authentication 

• Authorization 

• Filtering 

• Throttling 

• Quality of 
service 
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Elevation of 
privilege 

• Run with least 
privilege 
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SQL Authentication 

10 

Connection Established to SQL Server 

Set Login Credentials 

Establish a Database Context 

Check Permissions for the action 

Request Network Connection 

Login Request 

Change to a Database and access authorization 

Try to perform an action 



Server Discovery 



Server Hiding 



Windows Firewall Configuration 



Authentication 
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ASP.NET 

Application 

ASP.NET 

Application 



Authentication Options 

SQL Account 
Type 

DB 
Authentication 

App 
Authentication 

App 

Windows 

Impersonate Windows 

Trusted 
System 

Windows 

SQL 

SQL Impersonate SQL 

BYO Trusted 
System 

Windows 

SQL 



Password Policies 



Password Policies 



Password Policies 
 SQL Accounts and Windows Policies 



Password Hashing 
 



Permissions 

• Types 

– Statement 

– Object 

– Predefined 

• DCL Statements 

– Grant 

– Deny 

– Revoke 
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Authorization 
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Digital Signature: Signing 

23 © 2008 Solid Quality Mentors   

Hash 
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Hash 

Signature 

Signed Data 



DS: Verification 

24 © 2008 Solid Quality Mentors   

Hash 

Function 

Decrypt 
Signed Data 

Hash 

Signature 
Hash 



Creating Digital Signatures 
 



Data at Rest 
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Transparent Data Encryption 

Operating System 

SQL Server 
Instance 

Master Database 

User Database 

Service 

Master Key 

DB 

Encryption Key 

Certificate 

Certificate 



Transparent Data Encryption 
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SQL Injection 
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SQL Injection 
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Throttling 
Resource Governor 

33 Microsoft Developer & Platform Evangelism Mar-2008 



Resource Governor 
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Symmetric Encryption 
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Asymmetric Encryption 

37 



Asymmetric Encryption 

359334085968622831041960188598043661065388726959079837 

Large Prime Number 

Key Generation 

Algorithm 

Public Key Private Key 



Database Encryption 
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Please remember to fill out evaluations 


